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I Zero knowledge proofs

We consider the general problem of

demonstrating some (secret) knowledge

in a secure way (that is, secure against eavesdroppers
monitoring the communication).

The are two parties in the basic situation we
consider:

Prover (P) wants to prove, that he is in the possession
of a certain knowledge (for example, a password);

Verifier (V) wants to check, that the prover actually
has the knowledge he claims to have.

Both parties can use a certain device D, which is
their only possibility of communication. D follows a
certain protocol, and is considered to be secure, but
the outputs (by which P and V communicate) can be
observed by everybody. D must only perform generic
computations; the verification cannot be performed by
D, but must be achieved by means of the protocol (and
computations of V).
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Example: Passwords on Unix machines,

and one-way functions

On the earliest Unix machines the password was
stored as plain text in a file, and security relied on
keeping this file secret. Soon it was realised, that there
is an easy and much safer way of storing passwords:

Assume some one-way function f , which converts
a, say, string s in a unique way into another string
f(s), such that f(s) is easy to compute, but from f(s)
it is very hard to get s back (though it is possible).

Now instead of storing the password s, only f(s) is
stored: From the stored information it is hard to get
the password, but it is easy to check whether somebody
is in the possession of the password.

In our framework, the knowledge P wants to
demonstrate is the possession of the password s. The
device D reads s from P, computes f(s) and shows it
to V. V knows s, and accepts the proof if the output
is actually f(s). An eavesdropper can only see f(s),
from which it is very hard to get the secret s.
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A more flexible setting

The above solution for passwords is nice, but allows
only for checking one fixed password. We are looking
for a framework, where

• V can ask P a question (from some (large) domain of
questions, not just “Do you know the password?”).

• P demonstrates that he knows a right answer to
the question in such a way, that an observer of
the communication doesn’t obtain any information
about the answer — the only information he gets is
that P knows a correct answer!

Does such a Zero-Knowledge Proof System
exist?!

(By the way, for storing passwords actually hash
functions are used instead of one-way functions: Hash
functions are easier to use, and the chance that two
passwords are found with the same hash value is very
small.)
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II Zero-Knowledge proofs for

3-colourability

We will now see a zero-knowledge proof system for
3-colourability, that is, V gives P a graph G which is
3-colourable, and asks for one (concrete) 3-colouring
of G.

It might be that G is known in advance —
remember that it seems to be a very hard problem
actually finding a 3-colouring for a graph even if one
knows that a 3-colouring exists.

As an application, to secure some publically
accessible system the secret password could be a
3-colouring of some large (known) graph, and to
communicate the password we can use the zero-
knowledge protocol.

To be more secure, the graph could also be
generated by the verifier from scratch, provided a
legible user can figure out a 3-colouring of such a
graph himself.
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The ZK-protocol for 3-colourability

Consider a graph G, entered by V into the
device D and shown to P. P has a 3-colouring
f : V (G) → {1, 2, 3} of G, and wants to demonstrate
this knowledge to V (without showing f).

To start the protocol, P enters f into the device
(of course, this input stays hidden). The device makes
sure, that f cannot be changed later.

The verifier runs through the edges {u, v} ∈ E(G)
of G, and enters them into D, asking for the colours
of u and v.

D returns the colours, but for each answer first a
random permutation π of the three colours 1, 2, 3 is
applied to the colours of all vertices (each time a new
random permutation), and then the current colours of
u and v are returned.

V accepts the proof iff for each of the edges the
returned colours for its both endpoints are different.
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Correctness of the protocol

We want to show that V accepts if and only if P
did input a proper 3-colouring f of G.

This property of the protocol actually holds for any
choice of the permutations πi in round i (whether
they are random or not). Let π∗i := πi ◦ · · · ◦ π1 be
the combined effect of all permutations together until
round i.

(By the way, a permutation π of {1, 2, 3} is a
bijection from {1, 2, 3} to {1, 2, 3}. There are exactly
3! = 6 of them. Easy exercise: List them all.)

If f is a proper colouring, then for each edge
{u, v} ∈ E(G) the colours f(u) and f(v) are different,
and thus also π∗i (f(u)) 6= π∗i (f(v)) at each stage i.
So V will finally accept the proof.

If on the other hand f is not a proper colouring
of G, then there is an edge {u, v} ∈ E(G) with
f(u) = f(v). The verifier V will enter this edge at
some round i into the device D, and then the device
returns π∗i (f(u)) = π∗i (f(v)), and V rejects the proof.
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An example

Consider G = K3 (the triangle) with the colouring
f given by 1 : 1

uuuuuuuuu

IIIIIIIII

2 : 2 3 : 3

(here the vertices are called 1, 2, 3, and the colours are
(also) 1, 2, 3).

After G and f are input into the device D,
the verifier points to the three edges e1 = {1, 2},
e2 = {1, 3}, e3 = {2, 3} (in this order), and gets
the following answers, where the device chooses the
“random permutation” πi, i = 1, 2, 3 for step i:

1. π1 = 〈1 7→ 3, 2 7→ 1, 3 7→ 2〉,
π∗1(source(e1)) = 3, π∗1(target(e1)) = 1;

2. π2 = 〈1 7→ 2, 2 7→ 3, 3 7→ 1〉,
π∗2(source(e2)) = 1, π∗2(target(e2)) = 3;

3. π2 = 〈1 7→ 1, 2 7→ 3, 3 7→ 2〉,
π∗3(source(e3)) = 3, π∗3(target(e3)) = 2.

Since the returned colours are different for each edge,
the verifier accepts the proof.
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Why is the proof “zero knowledge” ?!

What do we actually mean by “zero knowledge
proof” ?! Formalising the concept is out of scope here,
but the intuitive meaning in this case is:

The proof of the correctness of colouring is zero
knowledge iff an observer of the communication does
only obtain information he could already get without
the observation.

Or, put in more operational terms: Zero knowledge
means here, that if a third party, a “simulator” S,
knows in advance the order of edges chosen by V (but
not the secret colouring), then S could generate the
returned values from device D himself in such a way

such that these returned values are indistinguishable
from the actually returned values.

For the above protocol, assuming that the proof is
accepted, in order to simulate the outcomes, S would
simply choose for each edge {u, v} two random colours
c2, c2 ∈ {1, 2, 3} with c1 6= c2. The sequence of these
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random pairs of (different) colours is indistinguishable
from any sequence obtained from the device D (i.e.,
the probability distributions are identical).

(Since the edge order does not play a role for our
protocol, actually S does not use the information about
the order of edges.)

The crucial point here, that for each new edge
entered into D by the verifier, a new random
permutation πi is chosen (i.e., all six permutations are
equally likely, and the choices are independent of each
other — knowing all the previous permutations doesn’t
give any information about the next permutation).

(This is the same situation as with (perfect)
roulette: Knowing the previous numbers doesn’t reveal
anything about the next number.)

The obtained permutation π∗i is random again,
and so the information obtained by V from device
D is just a random sequence of pairs (c1, c2) with
c1, c2 ∈ {1, 2, 3} and c1 6= c2, and this sequence is
completely independent of the colouring f , whence
doesn’t reveal anything about f .
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Further developments

How do we generate the random choices of
permutations?! We need some random number
generator.

In practice, likely one would use a pseudo-random
number generator, a deterministic device which creates
a stream of numbers looking like random numbers.

The theory of (pseudo-)random number generators
is a fascinating field one its own. In this lecture series
we can not go more into details. Obviously, the quality
of the random number generator is determinative
for the security of the zero knowledge proof (a
poor generator, with predictable outcomes, allows an
observer to gain information on the real colouring).

Other topics of relevance for zero knowledge proofs
are

• reducing the amount of interaction needed;

• finding zero knowledge proofs for other problems;

• allowing various forms of cheating for V and P.
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Application: ZK proof for graph

isomorphism

What about a ZK proof for graph isomorphism?!
That is, given two isomorphic graphs G1, G2, the
prover P wants to demonstrate to the verifier V the
possession of a graph isomorphism f : G1 → G2.

Reminder: A graph isomorphism f : G1 → G2 is
a bijection f : V (G1) → V (G2), such that for all
vertices u, v ∈ V (G) it is u adjacent to v in G1 iff
f(u) is adjacent to f(v) in G2).

A direct ZK mechanism is not too hard to find (try
it yourself(!)).

A simpler (but less efficient) way is to apply the
ZK-proof for 3-colourability:

If from (G1, G2) we can construct efficiently a
graph G′ such that from a graph isomorphism between
G1 and G2 we can (efficiently) obtain a 3-colouring
of G′, and from a 3-colouring of G′ we can obtain
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(efficiently) a graph isomorphism between G1 and G2,
the we can obtain a ZK-proof for graph isomorphism
from the above protocol for 3-colourability (details left
as exercise).

Now, it the problem of 3-colouring that versatile
(expressive) ?!

Indeed, it is: Later we will see that 3-colourability
is NP-complete, and essentially from this NP-
completeness the existence of the above constructions
follow.

Due to the NP-completeness of 3-colourability, a
large class of problems can be reduced, similar to
the construction mentioned above, to problems about
graph (3-)colourability.
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Application: Identification

To make good use of the ZK-protocol for
3-colouring as a password mechanism, for each
application of the protocol a new graph G should
be used, and this without communicating some 3-
colouring of G to the authorised user. Now how can
the user find a 3-colouring for these G’s ?!

A trapdoor mechanism is needed, which allows
to generate graphs G, such that, given some secret
information, a 3-colouring for G can be found
efficiently, but without this secret information, the
problem is just an ordinary (hard) 3-colouring problem.

All authorised users would know this secret. So
for each authentication, instead of revealing some
fixed secret, actually the secret is involved only
very indirectly, and instead a more “intelligent” form
of communication takes place, separating efficiently
authorised from non-authorised users (which have to
solve a hard 3-colouring problem for a very large graph
from scratch), without revealing the underlying secret.
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From graph theory to number theory

Now a convincing trapdoor mechanism for the 3-
colouring problem is not known at this time. Is there
another basis, to be used instead of the colouring
problem?! What made the colouring problem attractive
for the cryptological applications we have in mind?!

It is the hardness of (3-)colouring which makes
it attractive for cryptology! What restricts the use
of the colourability problem is, that we cannot so
easily create some hard colouring problem with some
prescribed properties (for example, having a unique
solution given in advance).

So we have to find another hard problem, where
it is easier to create hard problems with some given
problems. From ancient times, number theory comes
to the rescue.

The hard problem we will investigate now for the
purpose of cryptology is (basically(!)) the problem,
given some composite natural number n ∈ N, how to
find a factorisation n = a · b (a, b ∈ N, a, b > 1).
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Summary

• zero knowledge proofs

• prover and verifier

• one-way function

• password storage

• zero-knowledge proof protocol for 3-colourability

• meaning of “zero knowledge”

• deriving other ZK-proof systems from the one for
3-colourability

• trapdoor

• composite numbers.
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